ITAMATEKA .
AJIA OBYYAIOIIINXCA Ob NTHOOPMAITNOHHON
BE3OIIACHOCTHU AETEUN

HEJIb34

1. Bcem moaps coobmmaTh cBO YacTHYIO WH@opManuio (Hactosmue uMs, GaMUInio,
tesieOH, azpec, HOMEeP IIIKOJIbI, a Tak:Ke ¢GoTorpaduu CBOU, CBOEH CEMbU U JIpy3€ei);

2. OTKpHIBATh BI0KEeHHBIE (PaiiyIbl 3JIEKTPOHHOM MOYTHI, KOT|A He 3HAEIb OTIIPABUTEJIS;
3. 'pyOuTh, IpuAUpaTHCA, OKa3bIBATh JJaBJIEHNE — BECTH ce0s1 HeBEXKJIUBO U aTPECCHUBHO;

4. He pacnopszkaiics JeHbraMu TBOel ceMbUu 0e3 paspellleHHus CTapIIuX - BCETZa
CIpalnBai poguTesen;

5. He Bcrpeuatica ¢ VHTepHET-3HAKOMBIMH B pPeabHOH KU3HU - IIOCOBETYHCSA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIb.

OCTOPOKHO

1. He Bce mumyT npasxay. YUuraelb o cebe Hempasay B MIHTepHETE — cO00IIM 00 3TOM
CBOMIM POJUTEJISIM WJIN OIIEKYHaM;

2. [IpursiamamT nepenuchBaThCs, UTPATh, 0OMEHUBATHLCA - TPOBEPD, HET JIU ITO/IBOXA;
3. He3zakonHoe konupoBanue ¢aiyioB B UHTepHETE - BOPOBCTBO;
4. Becerma pacckasbiBail B3pOCJIBIM O IPO6GJIeMax B CETH - OHU BCer/ia IIOMOTYT;

5. Hcmosnp3yii HaCTPOMKH 0OE30IaCHOCTH M IIPUBATHOCTH, UTOOBI HE IMOTEPATH CBOU
aKKaYHTBI B COIICETSIX U JPYTUX IMOPTaIaX.

MO>XHO

1. YBakall Ipyrux IoJib30BaTese;

2. [Tonp3yenibess THTEPHET-UCTOUHUKOM - JleJIall CChIJIKY Ha HETO;
3. OTKpbIBaM TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. Obmarbcs 3a MOMOIIBI0 B3POCIIBIM - POJIUTEIIH, OTIEKYHBI U Q/IMUHUCTPAIUS CAaUTOB
BCer/ia IOMOr'YT;

5. Ilpoiimu oOyueHue Ha calte «CeTeBUYOK» U IIOJYYHU TACIOPT ITMPPOBOTO
rpaxxkganuHal



NHOPOPMAIINMOHHAA ITAMATKA JIVIA OBYYAIOIIINXCA
AJIAd PASMEIIEHNA HA OPHUIIUAJIBHBIX MHTEPHET -
PECYPCAX

C KakIbIM TOZOM MOJIOZIEXKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOJIbHUKH OHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesieil PyHera. Mexy TeM, IOMHMO OTPOMHOTO KOJIMYECTBa
BO3MOKHOCTEH, MHTEPDHET HeCeT W Ipo0sieMbl. JTa IaMsTKa J0JDKHA MOMOYb Tebe
0e30I1acHO HAaXOAUTHCA B CETH.

KomnsroTepHble BUPYCHI

KoMnbpIOTEpHBI BHUPYC - 9TO Pa3HOBHUJIHOCTb KOMIIBIOTEDHBIX  IIPOTPaMM,
OTJIMYUTETLHOU O0COOEHHOCTBI0O KOTOPOU fABJISIETCA CIOCOOHOCTh K Pa3MHOXKeHHI0. B
JIOTIOJITHEHVE K 3TOMY, BUPYChl MOTYT HOBPEAHUTH WU IIOJHOCTBIO YHHUYTOXKUTH BCE
daitiel ¥ JaHHBIE, MOAKOHTPOJIBHBIE II0JB30BATEN0, OT HMMEHU KOTOpPOTO ObLIa
3amylieHa 3apak€HHas IPOrpaMMa, a TakKyKe IOBPEAUTh WJIH JaKe YHUUYTOXKHUTD
OTIEPAlIIOHHYI0 CHUCTEMY CO BceMHU (aiylaMu B I[eJIOM. B OGOJIBIIIMHCTBE CIIydaeB
PaCIpOCTPAHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTopp! 3alIUTHI OT BPEAOHOCHBIX IPOTPaAMM:

1. Mcnosb3yil cOBpeMeHHBIE OIlepalliOHHbIE CHCTEMbI, HMEIIINEe CePhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. TlocrossHHO ycTaHaBauBai mauT (I{¢pOBbIE 3aILIaTKU, KOTOPbIE aBTOMATHYECKH
YCTAaHABJIMBAIOTCA C IIEJIBI0 JOPAa0TKU IIPOrpaMMbI) M JPYyrhe OOHOBJIEHHs CBOEH
omnepanuoHHON cucTeMbl. CKaumBall UX TOJIBKO ¢ OUIIHAIILHOTO caTa pa3paboTunKa
OC. Eciu cyiecTByeT peskUM aBTOMAaTHYeCKOTO OOHOBJIEHHSI, BKJIIOUHU €T0;

3. PaboTaii Ha cBoeM KOMIIbIOTEpPE 107 IPaBaMU I0JIb30BaTEIsI, a HE a/IMUHUCTPATOPAa.
ITO He MO3BOJIUT OOJIBIIIMHCTBY BPEIOHOCHBIX IMPOTrPaMM HHCTAJUTUPOBATHCSA HA TBOEM
IEPCOHAJIBHOM KOMIIBIOTEPE;

4. Vlctionb3yil aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOYKTHI N3BECTHBIX TPOU3BOTUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NIeCKUU JOCTY K KOMIIBIOTEPY /IJIs1 HOCTOPOHHUX JIUII;

6. Vcniosnip3yii BHeNlIHME HOCUTEeIU NHMOpMAaLNH, Takue Kak dJielka, JUcK win daiin us
WHTEpHEeTA, TOJIbKO 13 PO epeHHbIX NCTOYHUKOB;

7. He OoTKpbIBall KOMIIbIOTEPHBIE (halJIbI, TOJIyYeHHbIE U3 HEHAJEKHBIX UCTOYHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIe MPUCIAT TBOM 3HAKOMBIN. JIydllle yTOUHU y HETO, OTIIPABJIA
JIX OH TeOe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BUJI Iepeiadyu TAHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH/], Mapka. Eie
B 1991 TOAy HHJepJaHJACKas KOMIIaHWsA 3apeructpupoBasia Openn «WECA», dto
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropwrii mnepeBomuTCsa Kak
«becrpoBOHAS TOYHOCTD».

Jlo Hamiero BpeMeHH /OLLIa Jipyrass abOpeBuaTypa, KOToOpas SfABJSETCA TaKOM ke
TexHosioruei. 9to abbpeBuarypa «Wi-Fi». Takoe HazBaHHe OBLUIO JJaHO ¢ HAMEKOM Ha



CTaHJZIApT BBICHINM 3ByKoBoM TexHuku Hi-Fi, yTo B mepeBojie 0O3HAUaeT «BBICOKas
TOYHOCTB».

Jla, GecriaTHBI UHTEPHET-IOCTYI B Kade, OTENISAX U adPOIOPTaX ABJIAETCS OTIUYHOU
BO3MOXXKHOCTBIO BBIXOZIa B UWHTepHeT. HO MHOTHE BJKCHEPTHl CUYUTAKT, YTO
obmenoctynubie Wi-Fi cetu He sABIAIOTCA 6€30MaCHBIMU.

CoBetbl 110 6e3011acCHOCTH paboTe B 0OIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBolo JIMUHYIO HHMoOpMaiuio udepe3d obOmemoctymuabie Wi-Fi ceru.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIU IOCTYIIA, JIOTUHBI U KAaKHe-TO HOMepa;

2. Mcnosip3yit m1 0OOHOBJISIH aHTUBUPYCHBIE ITPOrpaMMBbI B OpaHamayep. TeM caMmbIM ThI
obe3ormacuib cebsi OT 3aKauyK{ BHPYyca Ha TBOE YCTPOUCTBO;

3. IIpu wmcnonb3oBanuu Wi-Fi otxmoun ¢QyHKmuo «OOmui AocTynl K daiaMm u
npuHTepam». JlaHHasA QYHKOUA 3aKphiTa 110 YMOJIYAHUIO, OJHAKO HEKOTOpHIe
II0JIb30BaTEIN aKTUBUPYIOT €€ /I y/I00CTBa UCITOJIb30BAHUS B PaboTe Wi yueoe;

4. He ucnonpsyii mybosmunsiii WI-FI 11 mepemauu JTUYHBIX JaHHBIX, HAIIPUMED JJIs
BBIXO/1a B COIMAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO IIOYTY;

5. mosp3y# TOJIBKO 3ainuineHHoe coenuHeHue yepe3 HTTPS, a ve HTTP, T.e. mpu
Habope BeO-aapeca BBoM UMeHHO «https://»;

6. B w™oOwibHOM TesedoHe oOTKIIOUM GyHKIUKO «Iloaximouenne k  Wi-Fi
aBTOMaTH4YecKu». He JOIMycKail aBTOMAaTHYECKOTO IOJAK/IIOUEHHs YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsiacusi.

ConuajibHbIE CETH

ConpasibHbIE CETU aKTUBHO BXO/IAT B HAIILY )KU3Hb, MHOTHE JIFOU PA0OTAIOT U ?KUBYT TaM
TIOCTOSTHHO, YK€ 3apPETUCTPUPOBAH MUJLIMAP/, YEJIOBEK, UTO SBJISETCA OTHOU CeIbMOU
BCEX JKHUTeJIEW IMyaHeTbhl. MHOTHE IM0JIb30BaTeId HE MOHUMAIOT, YTO WH(OpMAaIus,
pa3MelleHHass MU B COITUAJIbHBIX CETSAX, MOYKET ObITh HaljleHa W HCII0JIb30BaHA KEM
YTOZTHO, B TOM YHCJIe He 00513aTeIbHO ¢ OJIaTMU HaMePEeHUSIMU.

OCHOBHBIE COBETHI 10 OE30ITaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CHUCOK Jipy3ed. Y TeOs B APy3bsX HE JOJ/DKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJel;

2. 3amuiai cBOI YacTHYIO Ku3Hb. He ykaswpiBail maposu, TesedoOHBI, azpeca, JaTy
TBOETr0 POXKJEHUS U JAPYIyI0 JWUYHYy0 UH@OpManuo. 3JIOyMBIIIJIEHHUKA MOTYT
HCHOJIb30BaTh Ja)ke HMHQOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENH IUJIAHUPYETe
MPOBECTU KAHUKYJIbI;

3. 3amnuInai CBO PEIMyTalHIo - IEPKH €€ B UNCTOTE U 3a7jaBail cebe BOIPOC: XOTeJT ObI
TBI, YTOOBI APYTHeE MI0JIb30BATEIN BUAEIIN, UTO ThI 3arpyKaenrs? ITogymaii, mpex/ie uem
YTO-TO OIMYOJIUKOBATh, HAIIKCATD U 3aTPy3UTh;

4. Ecii Tl TOBOPHIIIB C JIFOABMU, KOTOPBIX He 3HAEIb, HE HCII0JIb3YU CBOE PeasIbHOE UM
U IPYTYIO JINUHYIO0 MH(OPMAIINH: UMsI, MECTO KUTEJILCTBA, MECTO yueObl U ITPOYeE;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie THI N300pa’keH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIPE/IEJIUTH TBOE MECTOIIOJIOKEHUE;



6. IIpu perucrparnuu B COIMAIBHON CeTH HEOOXOMMO HUCII0Ib30BaTh CJI0KHBIE TTAPOJIH,
cocrosye u3 OykB U udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. IJIsT coruasibHON CETH, ITOUTHI U JIDYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BATh Pa3HbIE
maposin. Torma ecyim Tebs B3JIOMAOT, TO 3JI0YMBINJIEHHUKH TIOJIYyYaT IOCTYH TOJIBKO K
OTHOMY MECTY, a HE BO BCe Cpasy.

DJIeKTPOHHBIE JE€HbI'U

SHeKTpOHHbIe A€HbI'I — 3TO OYE€HDb YZ[O6HbeI crrocob l'IJIaTe)KefI, OJHAKO CYIIIECTBYIOT
MOII€EHHUKH, KOTOPbIE XOTAT IIOJIY4HUTb 3THU JE€HbI'U.

SJ'IGKTpOHHbIe A€HbI'l IIOABUJIMCh COBCEM HE€JABHO M MMEHHO H3-3a 3TOI'O BO MHOTHX
TOCyaapCTBax A0 CHUX IIOP HE IIPOIIHMCAHO IIPO HUX B 3aKOHAX.

B Poccun 2xe oHu GYHKIIMOHHUPYIOT U O HUX YK€ IIPOIIMCAHO B 3aKOHE, I7e X Pa3Ae/IsaioT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HEe aHOHUMHBIE. Pa3zHuIa B TOM, YTO aHOHHUMHBIE -
9TO Te, B KOTOPBIX paspelraeTcsi IPOBOJUTH oOlepanuu 0e3 uaAeHTUGUKAIUN
II0JIb30BaTe/IA, a B HEAHOHUMHBIX WAEHTU(GUKAIMK II0Jb30BaTeNsl  SIBJISETCS
00s13aTeIbHOM.

Takoke cenyeT pasjnyarh 3JeKTPOHHBbIE (pUaTHbBIE JIEHBI'M (PaBHBI TOCY/IaPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE HepuaTHBIE IeHbrU (He paBHBI TOCYAAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 OE30ITaCHON PaboTe C HJIEKTPOHHBIMU JIEHbIAMU:

1. [IpuBs:kM K cueTy MOOWIbHBIN TesieOH. DTO caMbIil yAOOHBIH U OBICTPHIA CIIOCOO
BOCCTAaHOBHTB JIOCTYII K cueTy. [IpuBsA3aHHBIN Tesie)OH ITIOMOXKET, eCJIH 3a0y/iellb CBOM
IJIaTEXHBIN TapOJIb UJIN 3ak/ielllb Ha CAaWUT C HE3HAKOMOTO YCTPOMCTBA;

2. Vcnionp3yii omHOpa3oBkle maposin. [Tocse nepexoia Ha yCHUIIEHHYIO aBTOPU3AIUIO TeOe
y>Ke He OyZieT yrposKaTh OIaCHOCTh KPAXKU WJIH IepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu cioxHbBIM maposib. [IpecTymmHuMKaM OyfeT He IPOCTO yrajaTh CJIOKHBIN
naposib. HazieskHble aposii — 3TO IapoJIyd, KOTOpbIe COeps:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s1 CTPOUHBIE U ITPOTHCHBIE OYKBBI, TGPl K HECKOJIHBKO CUMBOJIOB, TAKHE
KaK 3HaK JloJ1apa, PyHTa, BOCKJIUIATEbHBIN 3HAK U T.. Hanpumep, StROng!;;

4. He BBOZIU cBOU JINUHBIE JaHHBIE HA CaliTaX, KOTOPHIM He JJOBepsellb.
AJIEKTPOHHAA [10YTa

DeKTPOHHAsA II0YTA — 3TO TEXHOJIOTUSA U IPeOCTaBJIsieMble €10 YCIYTHU 0 IepechblIKe U
MOJIyYeHUIO0 3JIEKTPOHHBIX COOOIEHUN, KOTOpble pacHpesiesloTcd B KOMIBIOTEPHOU
cetu. OOBIUHO 5JIEKTPOHHBIA IIOUTOBBIM AIMIMK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
UMs_TI0JIb30BAaTEIsI@UMS_JIoMeHa. Tak:ke KpoMe Iepe/ilauul MPOCTOr0 TEKCTa, UMEeeTC s
BO3MOXKHOCTb Iepe/IaBaTh (pauibl.

OCHOBHBIE COBETHI 110 6e30MacHO paboTe ¢ 3JIEKTPOHHOU MOUTOMU:

1. Hazro BIOpaTh mMpaBUJIBHBIA IOYTOBBIN cepBrc. B nHTepHETE ecTh OTPOMHBIN BBIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAEINIb U KTO
TepBbIU B PEUTHHTE;

2. He ykaspIBail B JIMYHOU moUTe JINUHYIO HHpoOpMarumo. Hampumep, jrydiie BRIOpAaTh
«My3bIKaJIbHBIN__(haHAT@ » WU «POK2013» BMeCTO «TeMal3»;



3. Mcnosb3y#l ABYXATAITHYI0 aBTOPHU3AIUI0. DTO KOTZ[a TIOMHMO TapOJIsi HY>KHO BBOJTUTD
KO/JI, IpUChLIaeMBbIH 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJI KaKOTO IIOYTOBOTO SIIHKA JOJKEH OBITh CBOU
Ha/IEKHBIH, YCTOMYUBBIN K B3JIOMY IAPOJIb;

5. Eciii ecTh BO3MOKHOCTDh HAIIUCATh CAMOMY CBOU JIMYHBIA BOIPOC, HCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. VMcnonp3yll HECKOJIBKO IOYTOBBIX AITUKOB. IIepBbIil JJIi 4acTHOU MEPENUCKU C
azipecaTaMy, KOTOPBIM ThI JOBEPSIEIIb. TO 3JIEKTPOHHBIN aJIpec He HaJl0 UCIIOIb30BaTh
P perucTpanuu Ha GopyMax U cauTax;

7. He oTKkpBIBati hatiyibl ¥ IPYTHE BI0OKEHUS B IIIChMAaX /IAKe €CJTU OHU IMPUIILTH OT TBOUX
npy3sei. JIydiie yTOuHH y HUX, OTIIPABJISJIN JIU OHU Tebe 5TH hanIbl;

8. ITocsie okoHUYaHMS pabOTHI HA TOUTOBOM CEPBHUCE IIEPE]T 3aKPHITHEM BKJIAJIKHU C CAUTOM
He 3a0y/1b HaXKaTh HA « BBIATH».

KubepOy tiHT WiIn BUPTYaJIbHOE U3/I€BATETBCTBO

KubepOy/UTHHT — TIIpeciie/loBaHHE COOOINEHUsIMH, COJAEPIKAIIUMHU OCKOpOJIeHu s,
arpeccHio, 3aIlyTHBaHUeE; XyJUTAaHCTBO; COIHAJIbHOE OOWKOTUPOBAHHE C ITOMOIIBIO
pas3JInuYHbIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYJUTMHTOM:

1. He 6pocatics B 601i. JIyumuii cmoco6: MOCOBETOBAThCS KaK cebsl BECTH U, €CJTH HET TOTO,
K KOMYy MOKHO OOpaTUTBhCSA, TO BHaYase YCIOKOUTHCA. ECIU ThI HAYHEIb OTBEYaTh
OCKOpOJIEHUSIMH Ha OCKOPOJIEHHSI, TO TOJIBKO ellle 00JIbIe Pa30KiKelllb KOH(MIIUKT;

2. YrpasJisaii cBoel KubepperyTaruen;

3. AHOHUMHOCTh B CE€TH MHHUMAas. CYIJ_IGCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJINTAaHCKUU 00pa3 BUPTYJIbHOU KU3HU. VIHTEpHET (PUKCUPYET BCe
TBOU JIEUCTBUS U COXPAHAET UX. YJIAIUTD UX OyZleT KpaliHe 3aTPy/IHUTEJIHHO;

5. Cobutroiait cBOY BUPTYaTbHYIO YECTh CMOJIOZY;

6. UrHopupy#i ennHUYHBIN HeraTuB. OZHOPa30BbIe OCKOPOUTETBHBIE COOOIIEHUS Iy UIIle
urHopupoBaTbh. OOBIYHO arpeccus IpeKpalaeTcsa Ha HaYaJIbHOU CTaiuy;

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUAMU, B COITUATBHBIX
CeTAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIIpe/leJIEHHbBIX a/IPECOB;

8. Ecim TBI cBuzerens KubepOysuimHra. TBOM JieCTBUA: BBICTYIIUTh IPOTUB
mpecjie/ioBaTesisA, MOKa3aTh €My, 4YTO €ro JIeMCTBHS OIIEHUBAIOTCA HEraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HYKHA IICUXOJIOTHUYECKAS IIOMOIIlb, COOOIIUTH B3POCIBIM
0 ¢aKTe arpeCcCUBHOTO MOBE/IEHUS B CETH.

MobupHBIH TenedoH

CoBpemenHble cMapTGOHBI M IUIAHIIETHI COZEepKAT B cebe BIIOJIHE B3POCJIBII
(yHKIIMOHAJI, U TeTIEpbh OHU MOTYT KOHKYPHUPOBATh CO CTALlMOHAPHBIMU KOMIIBIOTEPAMU.



OmHako, CpeCTB 3aIUTHI JIJIA MTO/IO0OHBIX YCTPOMCTB MOKAa OUYEHb MaJIo. TecTupoBaHue U
TIOUCK YSI3BUMOCTEH B HUX ITPOUCXOUT HE TaK MHTEHCUBHO, Kak i [IK, To ke camoe
KacaeTcs U MOOWJIbHBIX IPUJIOKEHUH.

CoBpeMeHHbIE MOOMJIbHBIE Opay3ephl y:Ke MPaKTUUECKU JOTHAIN HACTOJIbHBIE aHAJIOTH,
OTHAKO paciupeHne (pyHKIMOHAIA BeYeT 32 cOO0U OOJIBIIYIO CJIOKHOCTD M MEHBIITYIO
3aIUIIEHHOCTb.

Jlajieko He BCe IMPOU3BOJINUTEIH BBIMTYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSA3BUMOCTH JIJIST CBOUX YCTPOKCTB.

OcHOBHBIE COBETHI /11 6€30MacCHOCTH MOOMJIBHOTO TesiepoHa:

1. Huuero He siBJI€TCA MO-HACTOAIIEMY OecIIaTHBIM. By 0CTOpOXKeH, BeZlb Koria Tebe
TpeajiaraloT OecIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE
yCiIyruy;

2. Jlymaui, mpexze yem oTipaButh SMS, doTo uau Buaeo. Thl TOUHO 3HAEIlb, T/I€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo/1nmMo 0GHOBJIATH ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
4. Vlcrionp3yii aHTUBUPYCHBIE ITPOTPAMMBI JJ1s1 MOOMJIBHBIX TeIe(pOHOB;

5. He 3arpy:kaii mpuIoKeHHsI OT HEM3BECTHOTO UCTOUYHUKA, BE/Ib OHU MOTYT COJIePKaTh
BPEJIOHOCHOE ITPOTPAMMHOE 00ecIieYeHue;

6. ITocsie TOrO Kak ThI BBIMJIENIH C caliTa, I/ie BBOAWI JUYHYIO MH(OpMaIUIO, 3ali/IN B
HaCTPOUKHM Opaysepa M yjaau cookies;

7. Ilepmoaruecku IpoBepAN Kakue IJIaTHbIe YCJIyTU aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOWJIBHOTO TesedoHa TOJBKO JIIOJISIM, KOTOPBIX Thl 3HAEIb U
KOMY JI0Beps€lllb;

9. Bluetooth momxeH OBITH BBIKJIIOYEH, KOTZAa Thl UM He IOJb3yelrbcsi. He 3abbiBaid
WHOT/Ia TPOBEPSATH ITO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacouHble, 3aXBAaTbIBAWOIIUE pa3BJIeYeHU,
00'beUHSIONINE COTHU THICSY YEJIOBEK IO BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHp, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 33J]JaHUs, CPA’KAIOTCA ¢ MOHCTPAMH U
MOJIyYalOT ONBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAKT /[AUCK, OIIAYUBAIOT
a0OHEMEHT WJIU IMTPUOOPETAI0T KAKUe-TO OMIHH.

Bce otu cpezcrtBa uAyT Ha NOAJEep)KaHME M pa3BUTHE WUTPHI, a TAaKKe HA CcaMy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPHU3AIUH, BBIITYCKAIOTCS HOBBIE TTATUYH
(1udpoBbIe 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZLO6HI)IX HUI'paX CTOUT OIIaCaTbCA HE CTOJIBKO CBOUX COIIEPHHUKOB, CKOJIBKO KpaXXU
TBOETO I1ap0JId, Ha KOTOPOM OCHOBaHA CUCTEMA aBTOpHU3allun OOJIBIIINHCTBA urp.

OCHOBHBIE COBETHI IO OE30ITaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:



1. Ecstut ipyroii urpok BezieT cebs II0X0 WK co3/1aeT Tebe HeMPUATHOCTH, 3a0JI0KUpyH
€TO0 B CITHCKE UTPOKOB;

2. Iloxasyiica agMUHHUCTPATOpaM WIPHI Ha IUIOXOE IIOBEJAEHHE HTOTO WUTPOKA,
JKeJIaTeJIbHO MMPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/IE CKDUHOB;

3. He ykaspiBaii inuHy0 nHpOopmMaIuio B mpodarie Urphl;
4. YBaXkall Ipyrux y4aCTHHUKOB 110 UTPE;

5. He ycranaBiinBai HeoduInagbHbIE TATYU U MOJIBI;

6. Mcnosib3yli cj10:KHBIE U PAa3HbIE IAPOJIH;

7. ,Z[axce BO BpEMsA HUI'DbI HE CTOUT OTKJIIOUYATb aHTUBHUPYC. IToka TBI urpaenib, TBOU
KOMIIBIOTEDP MOT'YT 3aPa3HUThb.

OUIIUHT UJIN KpaXa JIMYHbIX TaHHbIX

OOBIYHOM Kpakell JIeHer U JIOKYMEHTOB CErojHs Y»Ke HHUKOrO He YAWBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUHN 3JI0YMBINIEHHUKHA IIEPEMECTUINCh B UHTEPHET, U
MIPOIOJIKAIOT 3AaHUMAThCsI «JTIOOUMBIM» JIEJIOM.

Tak mosiBUIaCh HOBas yrpo3a: HHTEPHET-MOIIIEHHUYECTBa WK (DUIIKHT, TJIaBHAA I1eJTh
KOTOPOTO COCTOMT B TOJyYeHUU KOHGWIEHIIMAJIbHbIX JAHHBIX I0Jb30BaTeIed —
JIOTMHOB U napoJieii. Ha anriniickom si3bike phishing ynraercsa kak ¢umwuHr (ot fishing
— pbIOHas JI0BJIsA, password — 1apoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ PUIIIITHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EcjiM ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATH €€ U COOOIIUTh af/MHUHHICTPaTOpaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Ucniop3yii 6e30macHbIe BEO-CAUTHI, B TOM YHCJIE, UHTEPHET-MAra3uHOB U IIOUCKOBBIX
CHUCTEM;

3. Wcnonb3yii ciiokHBIE U pa3Hble naposu. Takum ob6pas3oMm, ecu TeOsA B3J0MAIOT, TO
3JI0YMBIIJIEHHUKY IOJIy4YaT JIOCTYI TOJIBKO K OTHOMY TBOeMY IpO(UIIIO B CETH, & HE KO
BCEM;

4. Ecoiu Te6s1 B3y1OMAasiu, TO HEOOX0UMO MIPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
7100aByIeHBI y TeOS B APY3bIX, O TOM, UTO TeOsI B3JIOMAJIN M, BO3SMOKHO, OT TBOETO HUMEHH
OyzeT pacchLIaThbCs ClIaM U CChIKM Ha (PUIITMHTOBBIE CANTHI;

5. YcranoBu HaziexkHbIN n1aposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTK/II0YM COXpaHEHUe MapoJisi B Opaysepe;

7. He oTKpbIBali pailsibl ¥ IpyTHe BJIOKEHUS B MUChMaX JlayKe €CJIU OHU MPHUIILTU OT TBOUX
npy3ei. JIydiile yTOUHH y HUX, OTIIPABJISJIN JIU OHU TeOe 5TH (paiIbl.

[Mudposas penyranus

I_II/I(l)pOBa_H penyranuAa - 9TO HEraTuBHAA WJIW IIO3UTHUBHAA I/IH(I)OpMaIII/IH B CeTHU O Tebe.
KOMHpOMeTI/IPYIOIIIa_H I/IH(I)OpMaIII/IH pasMelmieHHadAd B HHTEPHETE MOXKET CE€PbE3HBbIM



00pa3oM OTpPa3UTHCS Ha TBOEH peayibHOU KU3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIU (popMupyeTtcs u3 nHdopManuu o Tebe B UHTEPHETE.

TBOe MeCTO KUTeIbCTBA, yueObl, TBOe (GPUHAHCOBOE M0JI0KeHNEe, 0COOEHHOCTH XapaKTepa
1 pacckasbl 0 OJIM3KHUX - BCe 9TO HaKaIllJINBaeTcs B CETH.

MHor1e TOAPOCTKH JIETKOMBICIEHHO OTHOCATCSA K IyOJIUKAIINY JIMYHON WHPOPMAIUH B
HuTepHETE, HE MTOHUMASA BO3MOKHBIX IMOCJIEACTBUI. ThI /laske HE CMOJKEIb JOTaAaThCs
0 ToM, 9TO poTorpadusi, pasMeIleHHas 5 JIET Ha3a/l, CTajla IPUYUHOU OTKa3a IPUHSATH
Tebs1 Ha paboTy.

KommMmeHnTapuu, pasmeleHue TBoux ¢ortorpaduili u Apyrue JIeHCTBUS MOTYT He
HCYE3HYTh JIaXKe TOCcJIe TOTO, KaK Thl UX YAAJIWIIb. Thl HE 3HAeEllb, KTO COXPAHHUJ 3TY
nHGOPMAIHIO, IT0I1aJIa JIU OHA B IIOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a TJIABHOE:
YTO MOAYMAIOT O Tebe OKpY»Kalolllee JIOAY, KOTOpble HaWAyT M yBUAAT 3T0. Haiitu
“HGOpPMANNI0 MHOTO JIET CIIyCTSA CMOKET JII000 - KaK U3 J00PBIX MOOYK/IEHUM, TaK U C
HaMepeHUeM IPUYUHUTH BpPeJ. ITO MOKET OBITh KTO YTOZHO.

OCHOBHBI€ COBETHI 10 3aLIUTe HU(PPOBON penmyTaluu:

1. I[logymaii, mpexkae ueM 4To-TO IIyOJIMKOBaTh U IIEpefaBaTh y ceOsa B Oyiore WA B
COITMAJIBHOHU CETH;

2. B HacTpoiikax po¢us YCTAHOBU OTPAHUYEHHS HA IIPOCMOTP TBOErO IPO(UIIA U €r0
COJIEP?KUMOTO, C/leJIal €T0 TOJIBKO «JJISA IPY3€ei»;

3. He pasmernaii u He ykaspiBaii HHGOPMAIUIO, KOTOPas MOXKET KOro-aub0 0CKopOJIsTh
WJIA OOUKATD.

ABTOpCKOE TPaBO

CoBpeMeHHbIE IIKOJbHUKH- AaKTUBHBIE II0JIb30BaTe U IM(PPOBOrO IIPOCTPAHCTBA.
OpHako 1ajieko He BCe 3HAIOT, UTO MOJIb30BaHUEe MHOTUMH BO3MOXKHOCTSIMU TU(PDPOBOTO
Mupa TpebyeT coOII0AeHNA TTPAaB HA UHTEJUIEKTYIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEJJIEKTyaIbHAsI COOCTBEHHOCTH» OTHOCHUTCS K Pa3IUYHBIM TBOPEHUIM
YeJIOBEYECKOTO yMa, HAYMHAS C HOBBIX HM300pETEHWI M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA MPOJYKTHl U YCJIYTU , U 3aKaHUMBasA KHUTraMu, ¢otorpadusamu,
KUHOGUWIbMaMU U My3bIKaJIbHBIMU IIPOU3BE/IeHUAMMU.

ABTOpCKHE TIpaBa - 5TO IpaBa Ha UHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTh HA IMTPOU3BEJEHUS
HAyKU, JIUTEpaTypbl U HUCKycCcTBa. ABTOPCKHE IIpaBa BBICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJUIEKTYJIbHBIN/TBOPUYECKUH TPY/T aBTOPA He OyZeT HAaIIPpaCHbIM, aCT My
CIIpaBe/I/TUBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ysabTaTaxX CBOEro TPyAa, IMOJIyYHUTh
HU3BECTHOCTH U IpusdHaHue. HUKTo 6e3 pa3perieHns aBTopa He MOKET BOCITPOU3BOJIUTH
€ro TPOU3BENEHUE, PACIPOCTPAHATH, IyOJIUYHO JIEMOHCTPUPOBATh, IIPO/IABATH,
HMIIOPTUPOBATh, MyCKaTh B IMPOKAT, IIyOJIUYHO UCIIOJHATH, ITOKA3bIBATh/UCIIOJIHATD B
adupe nim pa3meiars B IHTepHeTe.

Vcnosnb30BaHUe «IMHPATCKOTO» MPOTrPaMMHOro obeclieueHUs MOXKeT IMPUBECTH K
MHOTUM PpUCKaM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM /[0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, T7le YCTAHOBJIEHHBIN He JierajibHas mporpamma. He crout Takke 3a0bIBaTh,
YTO CYIIIECTBYET JIETATbHbBIE U OeCIIaTHBIE IPOTPAaMMBbl, KOTOPbIE MOKHO HAWTH B CETU.

O noprane



CereBUUYOK.pd - TBOU IJIABHBIA COBETYMK B CETU. 37IeCh THI MOXKEIb y3HATh O
0e30TIaCHOCTH B CETH IOHATHBIM M JOCTYIIHBIM SI3BIKOM, a IPHU BO3HHUKHOBEHUU
KPUTHYECKOU CUTYaIlu OOPAaTUTHCA 3a COBETOM. A TaKyKe IPUHATH y4acTHe B KOHKypcax
U CTaTh caMbIM ITUDPOBHIM I'PAKAAHUHOM !



